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Disclaimer

I am currently working on a new type of a digital bank, which will be
utilizing some of the ideas presented today
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A useful reference

D. Shrier & A. Pentland, eds., Frontiers of Financial Technology.

Frontiers	in	Financial	Technology:	Future	Commerce	 1	

Frontiers	of	Financial	Technology	
Expeditions	in	future	commerce,	from	blockchain	and	digital	
banking	to	prediction	markets	and	beyond	
	
Edited	by:		
David	Shrier	(shrier@mit.edu)	and	Alex	Pentland	(pentland@mit.edu)	
	
Publication	Date:	08	September	2016	
	

Summary:	
	
Financial	technology	innovation	has	exploded	in	the	popular	
consciousness,	and	promises	a	radical	transformation	of	the	global	
financial	services	industry.		Over	$20	billion	is	expected	to	be	
invested	in	fintech	projects	in	2016.		How	can	executives,	investors,	
and	entrepreneurs	make	sense	of	the	new	inventions	that	are	
driving	this	change?		MIT	Professor	Alex	“Sandy”	Pentland,	called	by	
Forbes	one	of	the	seven	most	powerful	data	scientists	on	the	planet,	
is	joined	by	fintech	intrapraneur	and	educator	David	Shrier	in	
curating	an	exploration	of	several	major	trends	and	technologies	
that	are	changing	the	face	of	financial	services.		Coauthors	include	
Deven	Sharma,	the	former	President	of	S&P,	and	Alex	Lipton,	the	
former	head	of	quantitative	analytics	for	Bank	of	America	Merrill	
Lynch.		From	blockchain	to	artificial	intelligence,	this	series	of	
articles	helps	the	reader	grapple	with	this	exciting	area	of	
technology	innovation.	

	
Outline:	

I. Introduction	

II. Blockchain	&	Financial	Services	
A. 5th	Horizon	of	Networked	Innovation	
B. Transactions,	Markets	&	Marketplaces	
C. Infrastructure	(Identity,	Data	Security)	

III. Mobile	Money	&	Payments	

IV. Prediction	Markets	

V. Digital	Banking	Manifesto	

VI. Regulation	&	Financial	Technology	

VII. Future	Directions	
	

Figure: Frontiers of Financial Technology
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Ostrovsky’s quote

"PARATOV. The madness of passion soon passes, and what
remains are chains and common sense that tells us that these
chains are unbreakable. LARISA. Unbreakable chains!"
Alexander Ostrovsky, Without a Dowry, A drama in four acts
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Marx’s quote

"With adequate profit, capital is very bold. A certain 10 per
cent. will ensure its employment anywhere; 20 per cent. certain
will produce eagerness; 50 per cent., positive audacity; 100 per
cent. will make it ready to trample on all human laws; 300 per
cent., and there is not a crime at which it will scruple, nor a risk
it will not run, even to the chance of its owner being hanged."
Karl Marx, Das Kapital

Marx could not imagine a situation when a certain return on capital is
NEGATIVE!
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Brillat-Savarin’s quote

"Bourgogne vous fait penser à des choses stupides; Bordeaux fait
vous parlez d’eux, et Champagne fait vous les faites."
"Burgundy makes you think of silly things, Bordeaux makes you
talk of them and Champagne makes you do them."
Jean-Anthelme Brillat-Savarin

Burgundy = 5%; Bordeaux = 0%; Champagne = -2%
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Hapsburg family tree, I

Figure: Partial Spanish Habsburg family tree.
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Hapsburg Family Tree, II

Figure: Albrecht Durer, Triumphal Arch showing (partly imaginary) Hapsburg
family tree.
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What happens when things go wrong?

The Hundred Years’War (1337-1453) is a conflict between the House
of Plantagenet, rulers of the Kingdom of England, and the House of
Valois, rulers of the Kingdom of France, for control of the Kingdom of
France.
Salic Law of Succession, is a rule of succession by which, in certain
sovereign dynasties, persons descended from a previous sovereign only
through a woman are not eligible to occupy the throne.
The War of the Spanish Succession (1701-14) was the first modern
world war fought in Spain, Italy, Germany, Holland, and at sea.
The War of the Austrian Succession (1740—1748) is a conflict, which
involved most of the powers of Europe, to settle the question of
Pragmatic Sanction and decide Maria Theresa’s succession to the
realms of the House of Hapsburg.
The Pragmatic Sanction was an edict issued by Charles VI on 19 April
1713, which ensured that the Hapsburg hereditary possessions could
be inherited by a woman.
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What happens when things go wrong?

Onward from the Hard Fork
Posted by Vitalik Buterin on July 26th, 2016.
The foundation has committed to support the community consensus on
the admittedly diffi cult hard fork decision. Seeing the results of various
metrics, including carbonvote, dapp and ecosystem infrastructure
adoption, this means that we will focus our resources and attention on the
chain which is now called ETH (i.e. the fork chain). That said, we
recognize that the Ethereum code can be used to instantiate other
blockchains with the same consensus rules, including testnets, consortium
and private chains, clones and spinoffs, and have never been opposed to
such instantiations.
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More relevant examples of blockchains

Land registry title deeds

In many instances, titles can be traced to medieval times

"Title deeds are paper documents showing the chain of ownership for
land and property. They can include: conveyances, contracts for sale,
wills, mortgages and leases." http://blog.landregistry.gov.uk/

It is clear that titles are blockchains; instead of miners succession is
verified by notaries; they are held in central repository

Titles are meaningful candidates for being treated on a distributed
ledger (but there are still some issues)

A typical blockchains are Concurrent Versions (or Versioning) System
(CVS), which is a client-server free software revision control system
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A typical title deed (landregistry.gov.uk)

Figure: A typical title deed. All characteristic elements of blockchain are there!
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Monetary circuit sketch
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Figure: Monetary circuit sketch
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Monetary circuit for real

Figure: Monetary circuit for real
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Excess reserves
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Figure: Excess reserves and failure of quatitative easing
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Why blockchain can potentially be useful?

We see that money moves in a gigantic circle, or several circles, if
several currencies are considered
Hence, philosophically speaking, the best way to describe its
movements is through a (block)chain
However, the sheer scale of the economy precludes it from being
described on an unpermissioned public ledger a la bitcoin
More details will be given below, right now we just state that ledgers
come in several flavours:

A Unpermissioned public ledger (bitcoin and the myriad others)
B Permissioned public ledger (Ethereum, Ripple, etc.)
C Permissioned private ledger (R3 CEV, DAH, other similar
projects)

D Traditional centralized ledger

To control distributed ledgers a variety of mechanisms can be used -
proof of work (pow), proof of stake (pos), third party verification, etc.
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What ledger is needed?

It largely depends on the need to joint writing access, properties of
the writers (are they known, are their interests aligned, can they be
trusted)

Are there trusted third parties (one or several)?

Do you want (need) to make transactions public or private, etc.?

In general, databases with joint writing access have been known for
decades

A typical example is CVS

Another, more recent example, is Wikipedia

Many navies use distributed ledgers on their ships

In general, think twice before deciding that you need a ledger to be
au courant with times
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Reality check: a few useful facts about bitcoin, I

Bitcoin is not the first digital currency by a long shot (and very likely
not the last major one)

Its precursor include e-cash and digicash invented by David Chaum in
1983 and 1990

Another, and closer, precursor is bit gold invented by Nick Szabo in
1998
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Reality check: a few useful facts about bitcoin, II

All building blocks of bitcoin have been known for some time

A Public/Private key cryptography invented by Ellis, Cocks and
Williamson (1970-1974), and, independently, by Ron Rivest,
Adi Shamir and Leonard Adleman (1978); digital signatures

B Proof of work based on cryptographic hash functions,
specifically SHA-256, similar to hashcash invented by Back;
Merkle trees

C Miners verify transactions by competitively providing proof of
work and prevent double spending problem

D Rewards for mining are halved at regular intervals; so that
the total number of bitcoins converges to 21 mm

E Currently about 16 mm have been mined; it is possible that
3-5 mm are probably irretrievably lost
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Reality check: a few useful facts about bitcoin, III

Bitcoin promises are grand

Reality is much less so, and is quite telling:

A Block created ~ every 10 min; 7 TpS (very low)

B In monetary terms, the amount of transactions - 100 mm
USD/day

B Current real (not nominal!) transaction costs are 1.5 mm
USD/day, 1.5% of total volume; in 2012 it was whopping
8%, in 2014 - 6%

C Mining is a cost of electricity game; in high energy cost
countries miners go bust; for instance, Swedish KnCMiner
recently declared bankruptcy ahead of halving miner’s
reward; Bitcoin consumes as much electricity as EBay,
Facebook and Google combined
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Reality check: a few useful facts about bitcoin, IV

D Miners are arranged in gigantic pools (so much for P2P
mining!); F2Pool - 29%, AntPool - 21%, BTCCPool - 13%,
all these pools are Chinese, partly due to low electricity cost,
partly due to high tech advances; a 51% attack is possible!

E There is a very HIGH probability that six consecutive blocks
will be mined by the same actor (so much for checks and
balances)

F Not only miners are Chinese, so are the players - 91% CNY,
7% USD, 1% EUR
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Theories of money creation

Credit creation theory of banking:

Macleod (1855-6) The Theory and Practice of Banking
Wicksell (1922) Vorlesungen uber Nationalokonomie auf Grundlage des
Marginalprinzipes
Hahn (1920) Volkswirtschaftliche Theorie des Bankkredits
Werner (2014) Can banks individually create money out of nothing?
Lipton (2016) Modern monetary circuit theory

Fractional reserve theory of banking:

Marshall (1888) Report of the gold and silver commission of 1877
Keynes (1930) A treatise on money
Samuelson & Nordhaus (1995) Economics

Financial intermediation theory of banking:

Keynes (1936) The General Theory of Employment, Interest, and Money
Tobin (1969) A general equilibrium approach to monetary theory
Bernanke & Blinder (1989) Credit, money and aggregate demand
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Money Creation Simple
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Figure: Money creation in a simple case.
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Money Creation for Real
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Figure: Money creation for real.
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Bank’s Balance Sheet

Figure: Schematic representation of a bank’s balance sheet
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Firm Balance Sheet

Figure: Schematic representation of a firm’s balance sheet
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Key distinction between bank money creation and bitcoin
mining, P2P lending, etc.

Banks create money out of thin air

Since, in its basic form, bitcoin transactions are not based on credit,
they simply move money around

Same is true for P2P transactions - P2P operators are strictly
intermediaries, they don’t create money at all!

Therefore, banks and P2P operators lend on different scales: banks —
money they don’t have, P2P - only money they have

Hence their impact on the financial system as a whole is very limited!
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X-road for E-stonia, I

In 1997 Estonia started to plan moving to digital government

In 2001 Arne Ansper proposed suitable design in his master thesis

He developed a distributed P2P secure information system based on
the idea of adaptor

A small company Cybernetica implemented this design for ~ 60 mm
EUR

Other countries tried to follow suite but not all attempts were
unqualified success
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X-road for E-stonia, II

Figure: Estonian X-road
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X-road for E-Banking

A similar concept can be used to connect banks and other financial
institutions

Given the non-scalable nature of proof-of-work, and unclear security
properties of proof-of-stake, X-road has to be controlled by trusted
validators (or notaries)

Two financial institutions use their respective adaptors to come to
agreeable common terms on a deal

They digitally sign and execute a smart contract

They hash it and post the hashed version in the layer

A quorum of validators digitally signs the hash (laminates it, as a
figure of speech) and post signed hash in the common layer

Validators are paid for their services, similarly to central securities
depositories

Corda, recently described in a white paper by R3, might be a step in
this direction
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Potential applications - a cautionary tale, I

Figure: US Patent 7,206,763 by Turk, page 1
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Potential applications - a cautionary tale, II

Figure: US Patent 7,206,763 by Turk, page 14
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The holy trinity of capitalism - trade execution, clearing,
settlement

Initial public offering of stock is an important rite of passage for a
new company

Their secondary trading is a mechanism for allocating ownership and
control in a (somewhat) optimal fashion

Lately, this system has been suffering from numerous shortcomings
and outright failures (but this is a topic for a separate talk)

In addition to stocks, many other products, such as equity derivatives,
interest rate swaps, commodities, etc. are traded on public exchanges

Moving many over-the-counter (OTC) products to exchanges is an
important regulatory imperative
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Three necessary steps: trade execution, clearing,
settlement

There are three necessary steps if one wishes to trade public securities

A Buyers and sellers have to be matched
B Their transaction has to be cleared, i.e. novated to a central
clearing counterparty (CCP)

C This transaction has to be settled, i.e. delivery vs. payment
has to take place; so that title and money are transferred as
expected

These steps are characterized by vastly different time scales - trading
often takes place in milliseconds, while clearing and settlement take
1-3 days!
Although the proverbial T+2, T+3 irritate many people, they might
be a bit too fast to push for T+15’
Actual process is very involved and included investors, custodial
banks, brokers (general clearing members, GCMs, of CCPs),
exchanges, CCPs, central securities depositories (CSDs), regulators,
etc.Lipton (MIT) DLT and P2P 09/09 39 / 51



Critical impact on financial stability at large

Financial health of CCPs is crucial for financial stability

In the process of performing their duties, CCP become naturally
interconnected (not dissimilarly to banks) because they have
essentially the same GCMs (see next slide)

It is natural to ask if a different design of exchanges can improve the
overall process and make it more stable and less costly

The answer is yes and no
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CCP Network

Figure: Central clearing counterparties network
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Pros and Cons of the current set-up

On the pros side, there are several aspects which the current set-up
solves very well

A Netting
B DvP and credit risk more generally which is done by
collecting Variation Margin (VM), Initial Margin (IM), and
Guarantee Fund (GF) from GCM; it is impossible to
under-estimate the importance of DvP; for instance,
"Ronin", the greatest thriller ever, is all about solving this
problem among many untrustworthy parties (perhaps they
did not know about blockchain then)

C Anonymity
D Ability to borrow stocks

On the cons side, numerous issues are rather disconcerting

A Cost
B Speed
C Need for reconciliation and failures
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What can a distributed ledger actually do for you?, I

It is clear that straightforward attempt to apply a blockchain to
clearing and settlement (thankfully, to the best of my knowledge,
nobody wants to use it in trading per se) cannot be successful.

The reasons are not diffi cult to understand - instantaneous settlement
(T+15’as it is occasionally called) obliterates all the advantages of
the current system including netting, ability to borrow, anonymity (to
some degree), etc.

It increases the magnitude of money sloshing around by an order of
magnitude

It will not be implemented any time soon (or ever?)

Thus, speed is not so much a consequence of technological
backwardness of exchanges (although they are not always using
cutting edge technology), but rather a result of what they do and how
they do it
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What can a distributed ledger actually do for you?, II

However, by using permissioned private ledger (or ledgers?) one can
certainly cut costs, increase speed of clearing and settlement, and
reduce the need for reconciliation and failures

In particular, smart contracts (if they can be legally enforced) can
solve PART of the DvP conundrum - something along the lines
"Zachary transfers 100 stocks of 123 Corp provided that Yonathan
transfers 1000 USD to him; Yonathan transfers 1000 USD to Zachary
provided that Zachary transfers 100 stocks of 123 Corp to him",
digitally signed by BOTH parties

It is IMPERATIVE that BOTH securities and cash are on the ledger

It cannot solve all the problems, but it is a step in the right direction

It is clear that a ledger like that has to contain several legs, including
cash
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Other applications: global payments, trade finance,
rehypothecation, etc.

Global payments, potential to use bitcoin to change one currency into
another, but many questions remain -speed, transaction costs
(incurred twice), credit risk, and generally, why bother?

One can use gold deposited offshore instead of bitcoin and it would
be much easier

In general, in spite of existing opinion, payment system IS NOT
broken; for instance, GRTS works well but it is expensive

Also, retail FX transactions are extremely expensive

Trade finance, potential to use blockchain to simplify the flow of
information, and smart contracts to partially solve DvP problem

Rehypothecation, potential to untangle the ownership of the
collateral, but it is a tool, rather than a solution

Lipton (MIT) DLT and P2P 09/09 45 / 51



Why governments should issue digital cash and how they
can do it?

If central banks want to impose seriously negative rates (in
Switzerland it is -0.75%) (thus moving the clock back to the middle
ages when cash periodically lost its value through the practice of
demurrage,) they should issue digital cash (or, at least, abolish large
denominated notes)

The usefulness of negative interest rates for fighting ginormous pile of
excess cash reserves kept by commercial banks at central banks
cannot be assessed as of now

We note in passing that in order to fight anemic economic growth,
one needs to stimulate demand rather than chase cash holdings

This will also help in tax collection, fighting crime and illegal
immigration, and in many other respects

In principle, in the future, it would be possible to open a checking
account at central bank directly, thus making retail banks obsolete
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Chaum vs. Nakamoto, I

We can think about replacing physical cash with its digital equivalent
is a variety of ways

In this day and age, Nakamoto’s bitcoin dominate public discourse
and imagination

However, due to various limitations inherent in the bitcoin construct,
it is NOT suitable for large scale heavy-duty applications

Here the old Chaum’s ideas come to the rescue
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Chaum vs. Nakamoto, II

The double spend is resolved by using single-usage unique number

This number is issued by the central bank

In order to solve the speed of light problem, and lower computational
burden, it is verified by a set of validatiors (or notaries), each of them
knows only PART of the overall number

Secure Multi-Party Computation, Enigma and all that is used check
the database and address Byzantine fault tolerance
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P2P lending, I

Non-banking lending pools, a very old idea

Technology gives it a new impetus

Growth have been explosive

2011 500 mm USD; 90 mm GBP; 32 mm EUR

2015 22,500 mm USD; 2,700 GBP; 670 mm EUR

Platforms do not lend directly; they earn fees, etc.

P2P lending does not create money, it redistributes it instead
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P2P lending, II

Banking lending does create money

Banks naturally have advantages over P2P platforms

P2P platforms proliferate for several reasons, partially because they
are convenient to use, but mainly because banks have very limited
appetite for unsecured lending

Operational expenses for banks ~210 bp, P2P ~180 bp

Cost of funding for banks ~500 bp, P2P ~700 bp

Interest rates on unsecured loans for banks
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Conclusions

The idea of distributed ledgers is not new
Modern technology gives it a new lease of life
DL have numerous applications
At the same time, it is not clear, which financial applications are
particularly suitable to be dealt with on DL
Exchanges, payments, trade finance, rehypothercation, syndicated
loans, and other similar areas where frictions are high are particularly
attractive
Digital cash is very promising avenue; if physical cash disappears, it is
possible to imagine a future where everyone has direct access to
central bank cash; retail banks may disappear of transform into
investment pools
Chaum’s approach to digital cash is more promising than Nakamoto’s
P2P yet another manifestation of power of technology; P2P lending is
here to stay; it will not overtake traditional banks
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